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Commerce -~ Mr. Laurence Brady (ES 8204523)
Justice ~ Mr. Edward Schmultz (ES 8204524)

'SUBJECT: Libya: Public Affairs Strategy

At the last leya Task Force meeting several agency
representatives expressed interest in better developed

.material on the public presentatlon of our Libya policy.

As background for preparing such a publlc affairs strateagy
paper we are attaching an updated version of the December
paper on this subject and a:copy of testimony that was pre-—
pared for hearings last December that never were held.

We would appreciate agency comments or suggestlons
on these papers. by—COB—QuesdayT—Februafy—23, so we can
refine our public affairs strategy on Libya. Comments
should be sent o Elaine Morton of the State Department's
Policy Planning, Staff (632-0993 - Room 7419).
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A PUBLIC AFFAIRS STRATEGY FOR ACTIONS AGAINST LIBYA

An effective public affairs strategy for gainina support
for whatever measures we decide to take against Qadhafi would
have to (1) dramatize the message of the danger we feel Libya
poses to U.S. interests and to international order; (2) anti-
cipate fears and opposition likely to be engendered by the
specific policy actions chesen to deal with Qadhafi; (3)
counter these concerns with arguments designed to alleviate
undue anxiety and appeal to overriding motives of morality
and patriotism; and (4) expend the necessary resources and
utilize sufficiently varied channels to get the message
across to broad and opinion-shaping sectors of the public.

Danger Posed by Qadhafi.

We would want to get the following message across:

-— The political ideology subscribed to by Qadhafi is
antithetical to U.S. and western interests and to the norms
of international order subscribed to by most civilized
nations.

(1) Qadhafi considers assassination and terrorism to
be: legitimate vehicles for accomplishing his policy
obiectives.

- He has supported regimes as reprehensible as
that of Idi Amin.

- He operates a network of terrorist training camps
in Libya; people trained in these camps are then fanned
out within Africa, throuaghout Europe, and as far away
alobally as the Philippines. (Declassify this informa-
tion, as necessary.)

-~ Groups supported include the Red Brigades (who
took credit for the killina of Aldo Moro and the
kidnappina of General Dozier in Italy).

- Qadhafi planned tc assassinate U.S. Amhassador to ,
Egvpt Eilts in 1977 and was deterred from attempting to do
so only by strona action on our part. Within the last
three months, QOadhafi's supporters have publicly threatened
the life of President Reaagan and have sent assassination
teams to taraget several U.S. Ambassadors 1in Western Europe.
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(2) OQadhafi's incursion intc Chad, ostensibly to
support the legitimate government there in the midst of
an ongoing civil war, was followed by demands that Chad

‘merge with Libya. When these demands were rejected and

Qadhafi was asked to leave in favor of an OAU-sponsored
peacekeepinag force, Qadhafi tried to manipulate the
situation by withdrawing precipitately, taking food and
supplies with him, and depositing new armaments with
pro-Libyan guerrilla forces so that they could carry on
their campaian against the central government on Libya's
behalf. Libya is reported to hope either that the
resultinag chaos in Chad will result in an invitation to
the Libyans to return or that the ascendancy of pro-
Libyvan forces who will view the merger plan with areater
favor than their predecessors will be achieved on the
battlefield. These goals could be advanced by a recent
OAU plan calling for elections in Chad and departure of
the Peacekeeping Force in June, just before Libya is
scheduled to become OAU Chairman. (Declassify this
information, as necessary.)

(3) 0adhafi's opposition to Israel and the Camp
David process is well-known. 1In efforts to undermine
Cconstructive approaches to Middle East peace, Qadhafi
has supported the most radical of the Palestine
Tiberation droups -- those openly subscribing to the
the use of terrorism —-- to achlieve their goals.

(4) Partly as a result of his reagional ambitions to
head a pan-Saharan Islamic State and partly in oppo-

"gition to the U.S. and Camp David, Qadhafi has

supported dissident groups in pro-Western Tunisia,
Morocco, Somalia, the Sudan, and Egypt -— along with
a score of smaller African countries.

- gadhafi's gloating in the wake of the assassi-
nation of Anwar Sadat and his exhortations aimed at
achieving the overthrow of the successor regime in
Egvpt were particularly obnoxious -- and give a measure
of the man he is.

(5) Within Libya, itself, Qadhafi is punishing

opponents to his regime with arrest and torture, while

subscribing to an anarchistic philosophy that alleges
that there is no government. Instead, there are "People's
Committees" that undertake actions in the name of the

i
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people in a manner that leaves the individual citizen
of Libya no redress against theilr excesses.

- Libyans who oppose the regime are not safe even
when 1iving in exile abroad. Qadhafi has called for
their liquidation as enemies of the Libyan revolution.

- Qadhafi's long reach in this regard has extended
to western European countries and even to the United
States, as illustrated by the widely publicized shooting
incident invelving a Libvan dissent graduate student
living in Colorado. '

-- Qadhafi and the power that he could command by virtue
of Libya's small population of 3 million would pose a rela-
tively small threat were it not for Libya's huge oil income.
Under normal oil market conditions, thils income amounts to
$25 billion a year. Refore the discovery of cil, Libya was
one Of the world's poorest countries.

—— Libya has used its oil income not to help in the
economic development of other poor countries, but to pur-
chase a vast arsenal of advanced Soviet weaponry, far in
excess Of 1its own legitimate defense needs.

- Libya has already purchased over $12 billion
worth of Soviet weapons, paying the Soviets, in turn,
much~needed hard cash.

- These weapons, in addition to Libyan campaigns
of subversion directed against its neighbors, pose a
substantial regional threat in North Africa and in the
Horn of Africa -- areas crucial to the protection of
the Mediterranean and the oil-rich Persian Gulf.

- We cannot be certain of Soviet motives in provid-
ing a client as reckless as Qadhafi with such advanced
arms, but cannot discount the possibility that the
Soviets have pre-positioned advanced weaponry in Libya
to serve their own military purposes some time in the
future.

-~ Libya has widely proclaimed its intention to produce
an Islamic nuclear bomb. In spite of our efforts to curtail
the dissemination of nuclear technoloagy and weapons-usable
materials, Libya's oil income makes it almost impossible to
prevent black market acquisition of proscribed items.

SECRET/SENSITIVE
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U.S. Response to this Danger.

We have already taken several steps designed to demon-
strate that we will not conduct business as usual with a
reaime led by a person we consider to be an international
outlaw. The most dramatic of these steps were the closing
of the Libyan People's Bureau in the U.S. in May 1981, the
U.S. naval exercise in international waters illegally claimed
by Libya in August 1981 and the President's December 1981
call for the voluntary departure of U.S. citizens from Libya.
A1l but about 400 Americans have now left Libya and those
remaining understand they are doing so at their own risk.

In addition, we have taken a variety of steps designed to
curtail Libya's ability to support international subversion
and to reduce Libya's conventicnal military capabilities.

I1f we decide to move further and undertake economic
actions like (1) a unilateral boycott of U.S. imports of oil
from Libya; (2) a broadened ban on exports to Libya, we can
expect the following concerns to be expressed by the U.S.
public: :

—— First, fear that the U.S. will pay for these
actions at the marketplace. 1n particular, there 1s likely
to be an expectation that denial of Libyan 0il -- whether by
our own. action or by Libyan reprisal -- will cause U.S.
domestie consumers hardship. Memories of the long gas lines
of 1973 are still sharp, as is concern about the high cost
of home heating fuel and its impact on the poor and elderly.

-- Second, antagonism generated by the assumption that
others will profit commercially at U.S. expense. This
will be especially acute if wide publicity is given to the
likely continuation of lucrative business relationships
between Libya and our western allies.

In order to counteract these concerns, we would want to
stress the moral issue: service of the national interest
rather than private gain., Our policies would be making 1t _
Clear that we were not going to be doing "husiness as usual” o
with an international outlaw. No longer would U.S. dollars

be used to fund international terrorism and purchase advanced
Soviet weapons.

SECRET/SENSITIVE
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. We would also want to undertake a campaign to explain those
aspects of the oil market that are especially relevant here:

-- In the current period of glut, the U.S. is only import-
ing 3 percent of its imported oil supplies from Libya.

-- 0il of eaqual guality and lower prices is available
elsewhere, especially in Nigeria.

-— Even if the current glut should disappear, the U.S.
would be able to replace Libyan oil with that of other suppliers.

-- Our recent policies to move forward on conservation
measures, the filling of our Strategic Petrcleum Reserve, and
the encouragement of exploration for new sources of 0il throuah
de-control of oil prices, are all measures that help provide us
with a safety net in the event that supplies are discontinued
from a sinale source.

-~ Even though we have deplored the use of oil as a
weapon, there is no quarantee that oil producing nations will
not again seek to embargo oil to the West. By our actions we
will have indicated that consuming nations have a card to play,
tco, and that we will no Jonger follow passive and reactive
policies that Ieave the 1inltiative with the Libyas of this
world. (Although this theme would resonate well with an Amer-
ican audience, we mav want tc forego its use bhecause, when re-
played in Arab oil-producinag states, it may: engender sympathy
for Qadhafi; reactivate sensitivity about the possibility of
the formation of a "consumer cartel;" and, in a worse-case
scenario, impel consideration of a counter-boycott against the
U.S.) '

Channels for an Informaticn Campaign

These would be varied. In addition to backarounders to
the press, we would want to ask key administration officials --
from the Departments of State, Eneray, Commerce, and Defense --
to brief opinion-shaping groups privately and to give public
addresses in the forums that would gain the greatest publicity:
the Council of Foreign Relations in New York, the Chicago
Council on Foreign Relations, the World Affairs Council, the
Foreian Policy Association, and other similar groups -- with
special emphasis on regional dispersal.

we would also want to mount a speakina campaign, ccord-
inated by State, to reach public affairs groups at the
community level. The scope of this effort and the resources

SECRET/SENSITIVE
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we would devote to it would depend, in part, on the measures
chosen to deal with Libya. Similarly dependent on the kind
of measures chosen would be the kind of audience targeted at
the community level.

Timing

The sequencina of the components of a public affairs
campaign, and the amount of lead-time needed for each one
would also be partially dependent on the measures chosen and
the need for secrecy prior to their effective enactment. We ‘
could certainly begin with a campaign to outline the general
threat Qadhafi presents, as indicated in the first section
of this paper. Following this, we would want to tailor the
subseaquent stages of the information campaian to the require-
ments set by the measures chosen and others that we see
downstream. '

SECRET/SENSITIVE
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I am pleased to have the opportunity to testify before
this Subcommittee on a subject of great concern to this gov-
ernment: the behavior of the Government of Libya. We believe
that the policies of the Qadhafi regime are threatening‘to
the world order, as well as to the intefests of the United
States and our friends and allies. We have said so on several
occasions since the very beginning of this Administration, and
~ we have taken steps to indioate.the'depth and intensity of our
concern. We are concerned about many aspects of Libyan acti-
vities, ranging from the invasion and occupatioﬁ of Chad,
systematlc attempts to destablllze Afrlca and the Middle East,
‘actlve support of terror, the acquisition of enormous guanti-
ties of Soviet weapons, and brutal repression within Libya
itself. Due to time constraints, I shall limit myself to
only two of these subjects here -today: leyan involvement in
international terrorism, and the recent Tripartite Pact betweén

Libya, Ethiopia and South Yemen.
Terrorism
Qadhafi has repeatedly used armed aggression against

other African countries, and actively supported terrorism

directed against targets throughout the world. Qadhafi has

CONFIDENTIAL
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authorizéd terrorist attacks against high-ranking American
officials in the past. The threat may well exist at this
“moment. |

" Ambassador Maxwell Rabb, for examplé, became the target
of Libyan~assassination squads in Rome. He was apparently
selected both because he is Jewish and becéuse he has'been
a highly effective representative of the United States- in
Italy. Hisv;lose friendship with the President evidently
made Ambassador Rabb a tempting target for a Libyan regime .
eager to avenge itself following its loss of two airéraft
in an attack against American planes in the Bay of Sidra.

But Ambassador Rabb is not the only American. Ambassador
targetpd by Libya{ others have had to become.similarly>con—
ce*nedﬁabout their personal safeby.

While the targets may be new, the technigue is not, for
Qadhafi has been a major paymaster of assassins for many
years. We have seen Libyan-supported terrorism from the-
Philippines to the Middle East, and the Libyan apparatus
for'training agd supplying terrorists is impressive indeed.
We have identified at least 17 camps inside Libya where
terrorists are trained. We believe that there have been
about 5,000 persons who have received terrorist training in
Libya in the past year or so, and about three times that num-

ber have "graduated” from the camps over the course of the

past decade. In the past few years, the Camps have been

CONFIDENTIAL
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substantially upgraded, and are now equipped with high-level

instructors and training equipment that permits trainees to

_become skilled in paramilitary technigties including under-

water demoliticn methods, sabotage, hana-to~hand combat and
assassination. We also believe that instructors in these
camps include persons from Cuba and from the Soviet Bloc,
along with veterans of the international terrorist network
such as the Vénezuelan known as Carlag tﬁe Jackal.l

We believe that Libya has long maintained links to

major terrorist organizations in Western Europe, including

the German Baader-Meinhof group, the Italian Red Brigades,

and the Irish Republican Army. We find it suggestive that
one qf the accused murderers of former Italian Prime Minister
Aldo Moro was arrested in Italf after returning there froﬁ
Libya. |

Since March of 1980, Libyan operatives have assassinated
at least a dozen of their own natibnals abrocad. The major
liquidation campaign took place between Maich and June of
last year, when Qadhafi ordered a temporary halt to the execu-
tions. But there was.another shooting in October, and the
following menth one student was killed and two children
poisoned with some peanuts evidently intended for their
father. We believe that all these actions were carried out
either by Libyan nationals or by persons working closely with
representétives of the Libyan deernment. Moreover, Libyan
diplomatic missions have been deeply involved in channeling

support for terrorist operations.

CONFIDENTIAL
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Qadhafi's relentless efforts to destabilize African
countries that do not share his méssian;c objectives have
5fteq led to humiliating exposures.' For ékaﬁple, last year
nearly 30 citizens of Senegal téok.iefuge in their Embaséy
in Tripoli after theyihad been lured to Libya by offers of
good employment. But once in Libya, instead of settling in
to work they(were shi?ped off to a military training camp,
where they were scheduled fo be trained as querriila fighéers
for the Sahel Liberation Army. After the unfortunate Senegalése
escaped from the training camp and.found.sanctuary in the .
Senegalese Embassy, the two countries broke diplomatic relaj
tions. The man who recruited these Senegalese citizens, an
Islamic fundamentalist‘by the ﬁame of Ahmed Niasse, was later
arrested in Niger, where he awaits trial for activities
against thét country's govérnment.

At the moment, Qadhafi ié training terrorists for use
against several African countries. One example will suffice
for the moment: Libya is planning to use hundreds of commandos
of the Eagle Brigade from the so-called "Sons of Ali" against
Oman. The commandos are working with the Front for the Libera-
tion of Oman, based in South Yemen.

This is not an extraordinary example, and many African
countries are now threatened by Libyan subversion. The nation
of Chad was recently invaded and occupied by Libyan %rmed

forces (aided by East German and Soviet advisers), and in

CONFIDENTIAL
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years past Libya has supported the likes of Idi Amin Dada

* 0of Uganda.

The Aden Pact

The dimension of Qadhafi's goals can be better appre-
ciated by a recent diplomatic move. This past August the

leaders of Ethiopia, Libya and South Yemen signed a tripartite

. agreement -- known as the Aden Pact -- that is ostensibly a

treaty of friendly economic and military cooperation among

‘regional states. Yet this peculiar alliance between three

widely scatter?d countries appears to be an active effort to
expand Qadhafi's influence in Africa in both the Arabian
Peninsula and_the Hﬁrn. The alliaﬁce is peculiar, for aespite
Qadhafi's much-vaunted claim to be the charismatic leader of
an Islamic movement, his allies in this case are both out-
spoken Marxists, with close ties to the Soviet Union. More;
over, despite Qadhafi's lip-service to the principle of
national integrity, there are secret military clauses to the
Aden Pact that provide for the deployment of armed forces
from each of the signatories to the ;erritory ofvthe'others.
We believe that there are now discussions under way between
Qadhafi and Mengistu aimed at bringing Ethiopian armed forces
into Libya in the near future.

It may be argued that Qadhafi is so insecure iﬂ his own .

country that he feels he needs foreign troops to protect him

CONFIDENTIAL
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,at home, and certainly Qadhafi's record of capricious and
econcmic;lly ruinous behavior is proaucing considerable
domestic antagoﬁism to his regime. But -we are also concerned
| that -such troops might be used to fulfill:badhafi's documented
dreams of foreign edventures. After all, Libya is a country
with but three million people, and the availability of Ethiopian
troops -- in tandem with the vast guantities of Soviet mili- - .
tary materiel in place in Libya -- would greatly increase
Qadhafifs military power.

These fears acquire greater substanpe when viewed
against the backdrop of recent statements and actions by the
Libyan dictator. WeAbelieve that Qadhafi intends to use the
Aden Pact as a means of overth;owing the pro—Western govern-
.mentéséf Saudi Arabia).Sudan, Chad and Somalia, as well as
that of Nerth Yemen. He haé accused the first four countries
of becoming "U.S. bases," and has publicly.ﬁhreatened to
have their leaders essassinated. Moredver, Qadhafi has
urged Mengistu to comply Qith Libyan plans to subvert the
government of Sudan and to remove President Nimeiri. To this
end, Qadhafi transferred some 150 million dollars to Ethiopia’s
. account in October -- a meaningful move, since Libya has
recently encountered some cash flow problems for the first
time'in many years.

The Aden Pact is also being used against Somal;a.
Libyan—Ethiqpian cooperation has led to increased eeonomic
and training assistance to guerrillas in the so-calied'Somali

Salvation Front, aimed against the regime of Siad Barre.

CONFIDENTIAL |
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Finally, the Aden Pact'mbves Qadhafi closer to one of
the world's vital strategic choke poiﬁts: the Bab el Mandab
" outlet from the Red Sea. )

As if this were not enough, we also have reason to
believe that the Soviet Union played a behind-the-scenes role
in the creation of the Pact. This is of a pieée.with the
overall picture of Libya's relations with the Soviet Union,
for while Qadhafi claims to represent an Islamic faith that
- has little if anythlng in common with Communism, Qadhafi's
lnternaulonal behavxor lS frequently highly useful to Soviet
‘interests. As I have suggested, this is evident, for example,
in the case of terror. .

American Policy

What has the Uniﬁed States done in the face of such
behavior? 1In the first place, we have moved to assist those
countries most directly threatened by Libyan threats. These
are most notably Egypt, Sudan, Tunisia, Niger; Somalia and
Morocco. Help has ranged from confidence-building measures
such as demonstrations of American defensive'capabilities
(including thé prompt dispatch of AWACs to Egypt and the
Bright Star -exercise), to expediting and increasing FMS cre-
dits and economic aid. We have reéently supported the creation
of a peaceereping force in Chad, under the leadership of the
Organizétion for African Unity. We are currently providing

the peéce-keepihg force with logistical and financial support.

CONFIDENTIAL
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Moreover, at an early datevin this Administration we asked
the official representatives of Libya in this country to
‘return home, and we have also indicated;that'we will not
accebt ouﬁrageous iibyan territorial claims; whether on land
or sea. We have demonstrated our éapacity to counter ét
least soﬁe of those claims, in particular in the Bay of Sidra.
We have, then, long been concerned about Libya, and we )
welcomed the Percy Amendment encouraging us to maintain a
constant high-level review of our policies toward Libya. Like
this Subcommittee, we have recognized that it might be necessary
to make some changes, and we are encouraged by your bipartisan
support. As you know, the President will shortly make a
statement on this subject, and it would be improper for me to
anticipate his word%. Héwever, Qith your permission, Madame

Chairwoman, I would like to give you some general thoughts

about the problems we may all face in this area.

American Citizens in Libya

We have been concerned about the safety of American
citizens in Libya since our EmbaSSy was closed in 1980. The
‘evidence we have of Qadhafi's hostile intent toward American
officials has led us to the conclusibn that the safety of
these citizens is now increasingly threatened, and we as a
government,have no means in Tripoli to piovide for their pro-

tection. Consequently,7the President is meeting today with

officials of many of the companies with opeiations in Libya.

-~ CONFIDENTIAL
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. He will be talking with them about our concerns for the safety

of their employees.

0il

Colonel Qadhafi has been able to acquire considerable
power on the internationél scéne because of the revenues he
realizes from the sale of Libyan oil. Without this money he
would not have been able to acquire.such great quantities of
Soviet armé, and would not have been able to make such a
contribution to the proliferation of terrorism throughout
the world. Yet it is‘éifficult for;the Uniﬁed States to deal
effectively with the source of Libyan wealth.

Strong mgasures'inévitably cut in many directions. The
comnunity of nations has become so intensely intertwingd_that
it is difficult to affect any'one'eleﬁent without touching
many others at the'séme time. Ouf relations with Libya,
minimal though they are, nonetheless involve many other
countries, some of which are close friends and allies of the

| United States. This is particularly important in the area of
ecénomic relations. It is safe to say that any serious

economic measure taken by the United States Government to indi-

cate its displeasure with Qadhafi's actions, would automatically
have some deletericus effect on at least some of our allies
and friends.

Moreover, in many cases currently under revie#, we £f£ind 3
that seious measures against Libya would adversely:affect

some of our own corporations, and might also damage the reputa- |
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tion fo:'reliability that the United States has acquired

over the years.

I raise these points, Madame Chairwoman, not to endorse
a policy of inaction or of busineés aé_uéual, but simply to
call this Subcommittee's attention to the concerns with which
we have had to deal in reviewing our policy toward LibYa.
The arguments in favor of taking strong action are compellingf
one does not conduct business as usual with a country whose
policies involve the use of terror. One does not conduct
business as usual with a country that repeatedly uses armed
aggression and murder as basic ingredients of its foreign
policy. And one does not conduct‘business as usual with a
country that relentle;sly attacks American friends and
inté;;sté throuéhoﬁt‘the Middle East, and as far away as the
Philigpines.

The evidence I have recounted of Libyén behavior and of
our response to it may lead to the impression that we are
embarked on some kind of énti—Libyan campaign. This is not
the case. Wé have made clear to Libyans at all‘levels over
the last two yéars, since they destroyed our Embassy-in
Tripoli in December, 1979, that we are prepared to return to
normal relationships just as soon as ﬁhe outrageéus behavior
of Libyan officials under Qadhafi's leadership stops.

In planning for the future, we have sought to define
courses of action that would both deménstrate our dismay at

Libyan policies, and produce a palpable effect on Qadhafi's
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behavior. While we rule out no option in advance, we have

no desire to use force, even in the face of the threat of

~force from the dictator of Libya. But-Qadhafi should realize

that we have no intgntion of acquiesciné in lawless behavior. -
I am grateful to this Subcommittee for giving me the

chance to outline our concerns regarding the government of

Libya. I will be delighted to:answer your guestions, today

or later on..

Thank you.
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